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In summary you forgot this. 
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http://threatpost.com.mx/en_us/blogs/hbgary-e-mails-dupont-other-firms-hit-aurora-attack-031011
http://threatpost.com.mx/en_us/blogs/hbgary-e-mails-dupont-other-firms-hit-aurora-attack-031011
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Virus hard!
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Trend is smaller bot-nets!
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http://www.networkworld.com/news/2011/060611-mac-os-security.html


������� �� �� ��� ������ �����������

�������� ��� ����� �� 	��� ����

� ������� �� ���Ǧ������������


� �����ǡ ��� ���� �������� ������

��� ����� ����Ǧ�����ǫΜ

Μ����śŵŵ����Ŝ����Ŝ���ŵɯɪɥɨŞɩɮɥɯɥɏɪŞɨɥɫɫɫɬɭɨŞɩɫɬŜ����
�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͝͠ Ȁ ͣ͢

MacMark


MacMark
AppStore mandatory code signing
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better not!

http://news.cnet.com/8301-27080_3-10444561-245.html


������� �� �� ��� ������ �����������

����� ��������� �� ����������
���� �� ���� ��� ��������� ȋ���������ǣ ���� ���� ������� �� ��� ��� ���� �� ����������Ȍ

ǲ�� � �����ǯ� ��� �� �������ǳƅ
����� ������ �� � ���ǯ� �����ǣ

� �������� ��� �����
��� ��� �������ǡ �������ǡ ��
����������
	�������� ȋ�� �����Ȍ

�� � �� ����� ���������� ��
������� ȋ���� ������ ���
�������� ������Ȍ

ƅ����śŵŵ���Ŝ�����Ŝ���ŵ������ŵ��������ŵ

Ǥ

�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͝͡ Ȁ ͣ͢

MacMark
diff in rights

http://www.apple.com/macosx/security/
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Single big bug impact more important than number of more harmless bugs.
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http://www-935.ibm.com/services/us/iss/xforce/trendreports/xforce-2008-annual-report.pdf
http://www-935.ibm.com/services/us/iss/xforce/trendreports/xforce-2008-annual-report.pdf


������� �� �� ��� ������ �����������

���� �� ���

�������� ��������� ���ǯ� ���� ���� �� � ����������� �� �������

��� ����� ��� �� ���� ���������� ������ �����������

������ �� ��������������� ���� �� ǲ������� ������������ǳ

�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͤ͝ Ȁ ͣ͢



������� �� �� ��� ������� ������������

�������

ǤǤǤ͝ ����������
������� ��� ����������

ǤǤǤ͞ ������� �� �� ���
������ �����������
������� ������������
����� ��������� ����������
������� ��������� ����������
�����������
�����������
��Ƥ��������

ǤǤǤ͟ ����������
�������

Ǥ

�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͥ͝ Ȁ ͣ͢



������� �� �� ��� ������� ������������

������������ �� ���


�� ���� �� ����� � ����
��� ���� �������ǥ

�������� ���� ���� �� ��������� ���� ������ǯ� ���� Ƥ���
������� �� ������ �������

�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͜͞ Ȁ ͣ͢

MacMark
Sandboxed



������� �� �� ��� ������� ������������

������ǯ� ���� ǲ����ǳ Ƥ��� �������� ����������

Ǥ��� ��� Ǥ���� Ƥ���

� Ǥ��� ���������� � Ǥ��� ����
���������Ǥ��� ȋ	���� �� ������ ͡Ǥ͝Ȍ

���� ���� ����� �������

�����������Ο ��� ��������
��������� � ǲ͠Ǧ͡� ������ ����
������ǳ ���� ������ ����
��������� ���� �� ���Π

Ǥ

Ο����śŵŵ����Ŝ������Ŝ���ŵɩɥɨɨŵɥɬŵɥɩŵ
�����������Ş�����Ş����Ş�������Ş�������Ş�������Ş����Ş���Ş���Ş���������ŵ

Π����śŵŵ���Ŝ�����Ŝ���ŵ����ŵ����ŵ
��Ş���������Ş�������Ş���Ş�����Ş���Ş�������Ş��Ş�������Ş�����ŵɪɪɫɩţ��ʰɨ

�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͞͝ Ȁ ͣ͢

MacMark
not using Lion but talking about it

http://blog.intego.com/2011/05/02/macdefender-rogue-anti-malware-program-attacks-macs-via-seo-poisoning/
http://blog.intego.com/2011/05/02/macdefender-rogue-anti-malware-program-attacks-macs-via-seo-poisoning/
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http://www.zdnet.com/blog/bott/an-applecare-support-rep-talks-mac-malware-is-getting-worse/3342?pg=1
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http://support.apple.com/kb/HT4657
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http://blogs.technet.com/b/srd/archive/2009/08/04/preventing-the-exploitation-of-user-mode-heap-corruption-vulnerabilities.aspx
http://blogs.technet.com/b/srd/archive/2009/08/04/preventing-the-exploitation-of-user-mode-heap-corruption-vulnerabilities.aspx
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http://securityevaluators.com/files/papers/SnowLeopard.pdf
http://blogs.technet.com/b/srd/archive/2009/08/04/preventing-the-exploitation-of-user-mode-heap-corruption-vulnerabilities.aspx
http://blogs.technet.com/b/srd/archive/2009/08/04/preventing-the-exploitation-of-user-mode-heap-corruption-vulnerabilities.aspx
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not disable-able
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MacMark
not disable-able

http://securityevaluators.com/files/papers/SnowLeopard.pdf
http://www.apple.com/macosx/whats-new/features.html#security
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MacMark
switching them off for windows apps is security?

MacMark


MacMark
yea for windows
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MacMark
can have distinct password
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MacMark
windows doesn't even need that

MacMark


MacMark
can have distinct password

MacMark


http://xkcd.com/149/
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MacMark
Lion shows reason without disclosure triangle immediately. 

MacMark
You talk about Lion but show outdated system. 

MacMark
Why bother? Don't need that at all on Windows. 

MacMark
There should be a process Software Update and other info messages beforehand. 
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http://arstechnica.com/apple/reviews/2011/07/mac-os-x-10-7.ars/9
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MacMark
Which services? Again offtopic: Not talking Lion. 

MacMark
All services added for Lion server are off by default. 
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MacMark
Apple Remote Desktop is a seperate product not includede with Lion or Lion server. Talk is about Lion not additional software. 

MacMark
No Public-Key-Infrastructure (PKI) used.  This is a company IT admin department task. Not using PKI means IT sucks.

MacMark
No DNS. There is no domain name server. Bonjour has no centralized server but is peer to peer. 

MacMark
Bonjour works only on subnet. Company servers need to be seen across subnets thus company cannot use Bonjour for server lookup at all. 

MacMark
Completeley unrealistic pipe dream scenario. 
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MacMark
Combining ARD and Bonjour is an unrealistic scenario: If you're in need for ARD then you don't have Bonjour to help you.

MacMark
If you can use Bonjour to see the other one then he's right next to you and you don't need ARD. 
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MacMark
Bonjour is for family home and ad-hoc networks without a real net admin, ARD is not. It's for IT-professionals managing stuff in established networks. 

MacMark


MacMark
Bonjour is link-local, subnet. Cannot cross routers and cannot escape the subnet. ARD can. Companies have networks with many subnets. 
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MacMark
No SLI since 10.6. 

MacMark


MacMark
Signature is checked for Keychain, Parental Control, Firewall and Task For PID for example. 

MacMark
No examples for the rest. 

http://www.macshadows.com/kb/index.php?title=Com.apple.SystemLoginItems.plist_Exploit
http://www.macshadows.com/kb/index.php?title=Com.apple.SystemLoginItems.plist_Exploit
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MacMark
Maybe? You did not check your claims?
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MacMark
Dino dreams about injected stealth threads in Safari. Only with officially signed trojan app and that throws auth boxes. 

MacMark
You got history wrong.

MacMark
In userland not possible because of usage of task_for_pid(). 

http://www.uninformed.org/?v=4&a=3&t=pdf
http://trailofbits.files.wordpress.com/2009/08/advancedmacosxrootkits.pdf
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MacMark
There's no cryptic registry or the likes. Just easy plain text. 

MacMark
Living under a rock?

MacMark
So again you're unsure about the topic. 

https://www.volatilesystems.com/default/volatility
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MacMark


MacMark
Sharing is off by default. 
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MacMark


MacMark
earlier and in summary forgotten. 

MacMark


MacMark
of course public keys inside, that is what it is for you joke

MacMark


MacMark


http://invisiblethings.org/papers/passive-covert-channels-linux.pdf


������� �� �� ��� ��Ƥ��������

��� ��� �� �������� ��� ��Ƥ�������� ������ǫ
����� ����

����������� ������ ������������ �� ��� �ƥ���

��� Ƭ ����� ��� ����������

͞͠�ͣ ��� ������

�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͢͡ Ȁ ͣ͢



������� �� �� ��� ��Ƥ��������

��� ��� �� �������� ��� ��Ƥ�������� ������ǫ
���� ����

���� �� ������� ������ ������������
������ �����
���Ƥ�� 	�����
�͟ ������� �������� ������� �ƥ���

������������
��	� 	�������� �������
��� ������������
�������ǡ ������� Ƥ�� ����

�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͢͢ Ȁ ͣ͢



���������� �������

�������

ǤǤǤ͝ ����������
������� ��� ����������

ǤǤǤ͞ ������� �� �� ���
������ �����������
������� ������������
����� ��������� ����������
������� ��������� ����������
�����������
�����������
��Ƥ��������

ǤǤǤ͟ ����������
�������

Ǥ

�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͣ͢ Ȁ ͣ͢



���������� �������

������� ���� ���
���������� ���� �������

�� ���� ����� �� �� ���ǡ ��� ���� �� � ����� ��ǫ
�����������ǣ

������� ͣ ��� ͤ͜͜͞�͞
�� ͜͝Ǥͣ ������ ��� ������
�� ����� ������������

�������ǡ 
�����Ƥ���ǡ �����ǡ ������ǡ ���� ȋ����Ȍ ���� �� ��� ��� �� ��� �� ��� ͜͞͝͝ ͤ͢ Ȁ ͣ͢

MacMark
And on previous pages you used here 10.6 tztztz
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MacMark


MacMark
Default: on

MacMark


MacMark
can turn off

MacMark
cannot turn off

MacMark
Microsoft: new sec features usally introduced with default off

MacMark


MacMark
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MacMark


MacMark
bypass with ease and official API

MacMark
means no secure storage by default

MacMark


MacMark


MacMark
rocks

MacMark
not even necessary with Win users running with max rights (and other at same time)

MacMark
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MacMark


MacMark
ARD not part of Lion (and server)

MacMark


MacMark


MacMark
PKI is a must so or so, you mentioned it and forgot. 

MacMark


MacMark
is no DNS

MacMark


MacMark
forgot your intro?

MacMark


MacMark
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Of course does ipfw have outbound rules and toasting Windows.  You did not even know it is in OS X. 

MacMark


MacMark
AD is the one that was broken by attackers again and again. 
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You value "stealth mode" for TCP/IP too?
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